MEMORANDUM

To: Wendy Adams
From: Erin Rogozinski
Date: August 4, 2000
Re: Trade Secret Law

Summary

You have asked for the scope of trade secret law in Canada and the United States.  In particular, when do obligations of confidence arise (apart from express contractual sources), over what kind of information, and what are the limits of such obligations?   I will address the basic elements of trade secret law first in Canada and then in the United States focussing on the definition of a trade secret and confidential information, the basic tests used to determine whether information is eligible for protection, and some exceptions.  I will also briefly discuss the English “Springboard Doctrine” and the U.S. doctrine of Inevitable Disclosure and their effects on the law.

A CANADIAN LAW

1. When do obligations of confidence arise?

Canadian courts are still struggling with breach of confidence as a cause of action because it combines aspects of contracts, trusts, and fiduciary obligations.  The first time that breach of confidence occurred as a separate action from breach of fiduciary obligation was the English Court of Chancery’s 1948 decision in Saltman v. Campbell.  In that case, the court defined three elements of the action:

(1) The confidence can’t be public property of public knowledge;

(2) There must have been an implied obligation of confidence;

(3) The confidante was saved a great deal of labour at the confider’s expense.

In Canada, Justice Laskin followed by separating breach of confidence from fiduciary obligation in Canaero v. O’Malley
.  That case, however, was decided on the basis of the fiduciary obligation of former employees rather than the newly formed breach of confidence action. 

1.1 Secret, Non-public Information

Confidential information may be any type of information including data, business plans, technical results, and trade or other secrets. Examples of disclosure include publication of the information in an article or brochure, or public use or sale of a product embodying the information or from which the information may be extracted.
  The information remains protected so long as it is maintained as secret.  Theoretically, this protection is indefinite. Although this element of the action seems straight forward, it has been significantly narrowed under British law with the creation of the “Springboard Doctrine”.  The consequences of these decisions in Canadian law have yet to be determined.  

  1.1.1 The Springboard Doctrine

Under this doctrine of British law, a fiduciary cannot use information to “spring ahead” of his or her company, even if the information is publicly available.
 This doctrine is obviously heavily based in equity and makes almost no sense when compared to the rest of trade secret law since it removes the fundamental necessity of the information being secret.  The springboard doctrine has not been tested yet in Canada, so its full extent is unknown.

1.2 Non-Public

In Coco v. Clark (1968) the English Court of Chancery considered the meaning of the “non-public” aspect of the three part test. In this case, “public” was interpreted very narrowly.  Both Coco and Clark were moped producers.  They conducted joint discussions to determine a solution to problems experienced with early motors.  Eventually, the talks broke down and Clark proceeded alone to use the ideas that had been generated.  Coco sued, alleging that Clark’s results came from its ideas.  The court held that the plaintiff had to show that the information was not known in the “moped world”.  This decision places a high evidentiary burden on plaintiffs.  This case was an action for an interim injunction so the standard may be higher than what would otherwise be required.

1.3 Transmitted under Circumstances of Confidentiality

There must be an obligation of confidence owed in relation to the specific confidential information.  Most importantly, there must be a relationship between the person who owns the confidential information and the person who is to be bound by the obligation of confidence. This relationship can be created expressly through a contract or non-disclosure agreement
 or implied through circumstances such as during pre-contractual negotiations
 or a fiduciary relationship
. A major limitation of trade secret law is that no obligations under trade secret law may arise against strangers.

1.4 Information that would save the confidante Time, Energy, and Expense used in an Unauthorized Fashion to the Detriment of the Confider

The information must be used in a way that is detrimental to the confider.  Unauthorized use or disclosure of confidential information is actionable if a person who owes an obligation or confidence discloses or misuses the information without the confider’s consent.  If an innocent third party acquires the information without notice, they are not bound by the obligation.  If, however, they are subsequently informed of the breach, they become bound by the obligation of confidence provided the information has not yet been published.

2. Limits on the Action

Since the action is based in equity, there are a number of limits including:

· necessity of relationship between confider and confidante

· loss of confidence
 

· just cause or excuse

· disclosure required by law such as in legal proceedings or in investigation by a regulatory body, securities regulation, patent applications, etc.

· any other equitable remedies

3. Criminal Sanctions

Although there is now a clear civil action for breach of confidentiality, the Supreme Court held in Stewart v. the Queen
 that there is no criminal law of confidential information under current theft provisions since sharing confidential information does not deprive the owner of that information.

4. Law Reform

In 1984 the Alberta Institute of Law Research and Reform produced a Report for Discussion
 on the protection of trade secrets under civil law suggesting an approach closer to that of the United States as well as suggested sanctions under criminal law.  Subsequent to the Report, a Uniform Trade Secrets Act was drafted along with amendments to the Criminal Code; however, neither has been enacted yet.

B AMERICAN LAW

1. Applicable Legislation

There are 4 main statutes in the U.S. that deal with trade secrets.  They were first defined under the First Restatement of Torts in 1939. The concept of a trade secret was further refined in the Uniform Trade Secrets Act
 adopted in 1979 and amended in 1985.  It is anticipated that all of the States will have adopted the Uniform Act by the end of this year. Finally, sections 39 to 45 of the Restatement (third) of Unfair Competition in 1995 are devoted to trade secrets.  Although the Restatement (third) uses substantially the same definitions of trade secrets and misappropriation as the Uniform Act, it does not allow an actor who knows that the information is a trade secret acquired through accident or mistake to escape liability by showing that the actor had already materially changed his or her position.
  The Restatement (third) also creates an explicit duty of confidence on the part of employees.
  Finally, the Uniform Act provides that a plaintiff can recover damages for both actual loss and unjust enrichment while the Restatement (third) allows the plaintiff to recover the greater of the two.
  The Economic Espionage Act of 1996 incorporates trade secret protection into American federal criminal law.

2. What is protected?

Since trade secrets are governed primarily by state law, there is no uniform definition.  The First Restatement of Torts defines trade secrets as consisting of any formula, pattern, process, device, or compilation of information used in a business that gives the user an opportunity to obtain an advantage over nonusers.
 Along with the First Restatement, the American Law Institute also published a list of factors to assess whether information constitutes a trade secret.  They are:

(1) the extent to which it is known outside the particular business;

(2) the extent to which it is known by employees and others involved in the business;

(3) the extent of measures taken to guard the secrecy of the information;

(4) the value of the information to the trader and his competitors;

(5) the ease or difficulty with which the information could be properly acquired or duplicated by others.

This definition was adopted by the U.S. Supreme Court in Kewanee Oil Co.
 and set out the fundamental requirements that information qualifies as a trade secret if it: 

(1) is used in one’s business, 

(2) provides a competitive advantage, 

(3) is secret.

The Uniform Act defines “trade secret” as any

information, including a formula, pattern, compilation, program, device, method, technique, or process, that (i) derives independent economic value, actual or potential, from not being generally know to, and not being readily ascertainable by proper means by, other persons who can obtain economic value from its disclosure or use, and (ii) is the subject of efforts that are reasonable under the circumstances to maintain its secrecy.

It is generally agreed that trade secret protection may be available for marketing and strategic plans; financial statements; customer lists; computer programs and databases; manufacturing and testing specifications; sales records; machine drawings; manufacturing costs; food, cosmetic, and drug ingredients; marketing techniques; personnel and employment records; and employee, training, and other company manuals.

2.1 Secrecy

Secrecy is considered the most important factor in determining whether information is a trade secret under both the Restatement and the Uniform Act.  Trade secrets cannot be public knowledge nor of general knowledge in the industry.  However, absolute secrecy is not required and knowledge need not be confined only to the owner.  Trade secrets can be disclosed to employees, co-venturers, and suppliers without losing protection provided a substantial element of secrecy remains following disclosure.

3. How to obtain protection

To obtain protection the owner must demonstrate an active course of conduct to prevent unauthorized disclosure.  The courts tend to focus on the total combination of measures adopted to determine whether the protection is adequate.
  The Uniform Act requires that the owner use reasonable efforts under the circumstances.
  Reasonable efforts have been held to include advising employees of the existence of a trade secret, limiting access to a “need to know basis”, and controlling plant access.  Conversely, disclosure through display, trade journal publications, advertising, or other carelessness precludes protection.
  Some courts have used the standard practice in the relevant industry as a guide for proper procedure.  For example, if nondisclosure agreements are not typically used in industry, they may not be required.

4. When is there liability?

Trade secret owners have rights against people who disclose or use trade secrets without authorization if either (1) the person “misappropriated the trade secret (knew or had reason to know that it was acquired by improper means) or (2) the disclosure or use breached an implied or contractual duty to the owner.

Improper means are catalogued in the Uniform act as including: theft, bribery, misrepresentation, breach or inducement of a breach of a duty to maintain secrecy or espionage (electronic or otherwise).  It is not improper for a third party to disclose or use information that they discover by independent means or invention even if it is considered to be a trade secret by someone else.  There is also no right of action against someone who discovers a trade secret through reverse engineering. 

4.1 Inevitable Disclosure and Noncompetition Agreements

 In 1995, a Chicago lawsuit between Quaker and Pepsico
 launched the doctrine of inevitable disclosure under which courts do not need to wait for trade secrets to be stolen before issuing relief if it appears inevitable that an employee who joins a competitor will use or disclose a former employer’s trade secrets.  For this doctrine to be enforced, the courts require emergency (time-sensitive information) and lack of forthrightness by the exiting employee.  Other factors that are likely to influence the court’s decision in these cases are the particularity of the trade secrets (courts don’t like to provide injunctive relief for general information)
, the level of employee involved (high level employees are more likely to be restrained)
, and the competitor’s hiring practice (courts don’t like competitors who have an unnatural interest in the company’s trade secrets).  

In these cases, the relief afforded is generally limited or tailored to the specific situation.  For example, in DoubleClick v. Henderson
, two senior executives for an Internet advertising company were caught misappropriating trade secrets as they surreptitiously plotted to form their own company to compete directly with their former employer.  They were enjoined from launching or working for any company that competed with DoubleClick for 6 months.  They were also enjoined from providing any advice or information concerning any aspect of advertising on the Internet to any third parties who 1) work for defendants' employer(s), or 2) provide or promise to provide any of the defendants with valuable consideration for the advice or information, or 3) share or promise to share any financial interest with any of the defendants.  While DoubleClick appears to represent a high water mark for the inevitable disclosure doctrine in New York, its holding rests heavily on evidence of the defendants' overt theft of trade secrets and breaches of fiduciary duty.  Such misconduct has long been recognized as an appropriate ground for enjoining the disclosure of trade secrets, irrespective of any contract between the parties. 

The opposite conclusion was reached in Earthweb v. Schlach.  In that case, Schlach’s employment contract contained a variety of specific non-compete covenants for a one-year period, which EarthWeb wished to enforce.  The court considered the following factors in deciding whether or not to grant injunctive relief: whether

(1) the employers in question are direct competitors providing the same or very similar products or services; 

(2) the employee's new position is nearly identical to his old one, such that he could not reasonably be expected to fulfill his new job responsibilities without utilizing the trade secrets of his former employer; and 

(3) the trade secrets at issue are highly valuable to both employers.  Other case-specific factors such as the nature of the industry and trade secrets should be considered as well.

The court did not grant injunctive relief because EarthWeb’s covenants did not expressly cover Schlach’s new position, however, it held that in any case, EarthWeb would still have to establish that the restraints in its covenants were reasonable and necessary to protect its legitimate interests

In New York, non-compete covenants will be enforced only if reasonably limited in 
scope and duration, and only "to the extent necessary (1) to prevent an employee's solicitation or disclosure of trade secrets, (2) to prevent an employee's release of confidential information regarding the employer's customers, or (3) in those cases where the employee's services to the employer are deemed special or unique."  

The court also held that one year is too long for a restrictive covenant given the nature of the IT, its lack of geographical borders, and Schlack's former cutting-edge position with EarthWeb where his success depended on keeping abreast of daily changes in content on the Internet.  By comparison, the court in DoubleClick enjoined the defendants for only a six-month period.
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