Project Risk Identification Template

Introduction

All projects must complete this risk identification template as part of the project planning process.  The completed risk identification form is submitted to unit management and Internal Audit. The expectation is that risk identification will be part of the initial design and planning stage before actual technical work is undertaken. It is recognized that in some projects, risks may not be adequately known in advance until a detailed analysis has been completed as part of the project.

The risk identification process provides information for unit management and Internal Audit to accurately assess the risk of a project so that remedial action may be taken before the technical work is completed. It is the responsibility of the project team to ensure data is processed accurately and completely, risks are understood, controlled and managed, and negative potential impact on users and business processes is minimized. These actions help ensure projects are successful.

	Category
	Guidelines for Information
	Risk Level
Low/Med/High

	Size
Timeline
Team Size
Objects/Programs affected

Interfaces 

Vendors
Project Type
	Indicate the start and go live dates for the project.

# of staff and % of time assigned to the project.

How many programs must be written or changed?

List all links to other systems

List any vendors being used or required

Note if major or minor upgrade, product enhancement or new implementation
	

	Scope

Defined Deliverables
Cost/Benefit Analysis

Users and units affected
Business Process Changes

Policy Changes
	Has a scope been agreed to?  What is it?

Are benefits defined?  Before and after metrics?

Internal or external users affected?

Affects internal processes only or also external

Note if project has a legal requirement 
	

	Governance

Executive Sponsorship
Steering Committee 
Functional Involvement

Project Organization
	List the executive sponsor. What is their role?

Provide Terms of Reference (chair, freq, members)

How will functional experts in unit be involved?

How will the project be organized?
	

	Staffing

Project Experience
Technical Project Mgr
Functional Project Mgr
Team Experience
User Participation
	What project experience does the staff have?

Note who is filling the role and their responsibilities

Note who is filling the role and their responsibilities

Does the project staff have experience in this area?

Are functional experts involved in the project?


	

	Complexity


Hardware & Software

Development 

Operations

Dependencies
Cross-unit processes
	Is new hardware or software required?

Are changes to development methods required?

Are there changes to existing batch processes?

Dependent on other projects, events, resources?
Will changes to processes involve other units?
	

	Data

Data changes

Volume of Data
Confidential Data

Data Quality

Data Complexity
Cross-unit data transfers
	Is data being converted, changed, created or purged

Note data sizes and types, $ amount, transactions

Is confidential or personal data being used?

Note any data issues. What standards are in force?

Is data simple or complex? 

Is data exchanged between units?
	

	Training

Technical

Internal

External

	Is technical training required?

Will internal users require training?

Will external users require training?
	

	Other
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Each project should provide a preliminary assessment of risk for each area. The goal of the risk identification process is to help project managers think about the risks and dangers so that defensive measures can be taken in advance. 

The Steering Committee and Internal Audit will provide a risk rating for each project submitted to the committee.
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